NORTH CAROLINA CENTRAL UNIVERSITY

SCHOOL OF LIBRARY AND INFORMATION SCIENCES

TENTATIVE SYLLABUS

COURSE: NETWORK SECURITY (LSIS 5442-01)

SEMESTER: SPRING 2011

TIME & LOCATION:


MONDAYS, 6:00-8:30PM,


325 SHEPARD LIBRARY & OTHER LOCATIONS AS ANNOUNCED

INSTRUCTOR: DR. GABRIEL PETERSON

TELEPHONE NUMBER: (919) 530-4676

E-MAIL (Preferred): GPETERSON@NCCU.EDU

OFFICE HOURS: 4-6PM M-Tu. E-mail anytime.
COURSE DESCRIPTION: The principal concepts of network security will be addressed. Topics such as cryptography, encryption, authentication, denial-of-service attacks, worms, viruses, intrusion detection, firewalls, virtual private network, Web security, and access control of the network systems.
STUDENT LEARNING OUTCOMES:
By the end of this course, students will understand how threats to network security operate and how to defend and harden systems and networks.
Upon completion of SLIS 5442, students will be able to demonstrate skills in the analysis of security weaknesses in computer systems and in the defense of such weaknesses.  Students will gain practical experience in the defense of networks and network equipment and be able to detail the primary areas of network defense.
COURSE INTRODUCTION:

This course is intended to give students a practical understanding of the tools and skills required of a network security analyst. Such tools are often perceived by networks (and their administrators) as being security threats. Hence, we will not be able to use all of the tools if we limit ourselves to NCCU’s tightly secured network; we will need to find open networks where we can work with the security tools available to network security analysts. Thus, at some points in the semester we will need to meet off campus.

Network security tools used by professionals are typically UNIX or Linux-based. We will use these tools. Thus, you will need to develop a working knowledge of Linux. You must therefore start using Linux, either as an installed operating system it as a live boot CD.

I strongly recommend that you install Linux on a secondary laptop or acquire a fresh hard drive for your laptop and cleanly install a dual boot system. I will help you do this in the first weeks of class if you need help, however, you should start researching how to accomplish these tasks on your own immediately.

COURSE REQUIREMENTS:
 HARDWARE REQUIREMENTS:

IN ORDER TO USE THE TECHNOLOGY THAT UNDERPINS THIS CLASS YOU MUST HAVE (AT THE MINIMUM)

* A LAPTOP EQUIPPED WITH WIRELESS INTERNET CAPABILITY

* A DISTRIBUTION OF LINUX INSTALLED OR AVAILABLE VIA LIVE BOOT

The student will:


Read and interpret selected material relating to each week’s topic.


Complete all assignments. No late assignments will be accepted without the instructor’s knowledge.


Demonstrate increasing understanding and comfort with the subjects that undergird of network security

TEXTBOOKS
CompTIA Security + Study Guide
BY: Mike Pasture & Emmett Delaney

Wiley Publishing, Inc. (Skybox)

ISBN-10: 0470036680

ISBN-13: 978-0470036686

 THIS TEXT IS AVAILABLE FOR FREE VIA THE BOOKS24X7 DATABASE VIA THE SHEPARD LIBRARY
Secrets and Lies by Bruce Schneider 
ISBN-10: 0471453803

Wiley Publishing, Inc.

Hacking Exposed: Network Security Secrets and Solutions, Sixth Edition by Stuart McClure, Joel Scambray, and George Kurtz
Publisher: McGraw-Hill Osborne Media; 6 edition (January 5, 2009)

ISBN-10: 0071613749

Supplemental Readings:


The Art of Deception by Kevin Mitnick


The Code Book by R.Singh

 
The Linux Pocket Guide O’Reilly Publishers

COURSE EVALUATION

The final grade will be determined as follows: 

CLASS PARTICIPATION – 10%

CLASS ASSIGNMENTS – 30%

QUIZZES - 40%

FINAL EXAM - 20%

COURSE SCHEDULE
CLASS ONE (Jan 10)
INTRODUCTION TO THE COURSE

SECRETS AND LIES PART 1

 INSTALLING AND INTRODUCING LINUX

CLASS TWO (Jan 24)

GENERAL SECURITY CONCEPTS (CHAPTER 1)

 SECRETS AND LIES PART 2

 HACKING EXPOSED CHAPTER 1 & 2

USING LINUX

CLASS THREE (Jan 31)

IDENTIFYING POTENTIAL RISKS (CHAPTER 2)

KEVIN MITNICK & SOCIAL ENGINEERING

 HACKING EXPOSED CHAPTER 3

CLASS FOUR (Feb 7)

Quiz #1

CLASS FIVE (Feb 14)

INFRASTRUCTURE AND CONNECTIVITY (CHAPTER 3)

 HACKING EXPOSED CHAPTER 4

CLASS SIX (Feb 21)

MONITORING ACTIVITY AND INTRUSION DETECTION (CHAPTER 4-6)

HACKING EXPOSED CHAPTER 5 & 6

CLASS SEVEN (Feb 28)

Quiz #2

CLASS EIGHT (Mar 7)
SPRING BREAK - NO CLASS

CLASS NINE (Mar 15)
CH 7 – CRYPTOGRAPHY

HACKING EXPOSED CHAPTER 7

The Code Book - Simon Singh

CLASS 10 (Mar 21)

POLICIES & ADMINISTRATION (Sec+ CHAPTER 8 & 9)

HACKING EXPOSED CHAPTER 8

CLASS ELEVEN (Mar 29)

 HACKING EXPOSED CHAPTER 9

CLASS TWELVE (Apr 5)

 HACKING EXPOSED CHAPTER 10

CLASS THIRTEEN (Apr 12)

 HACKING EXPOSED CHAPTER 11

CLASS FOURTEEN (Apr 19)

 HACKING EXPOSED CHAPTER 12

CLASS FOURTEEN (Sec+ )

Apr 26

FINAL EXAM

CLASS TEN (May 3)
FINAL EXAM DUE

ACADEMIC INTEGRITY:
I have a zero tolerance policy regarding academic dishonesty. If you represent the work of another person as your own, you will receive a grade of 0 on the entire assignment or exam in question. This policy applies to cheating and to plagiarism, as defined in NCCU’s Academic Integrity Statement, found below and at the following URL: http://www.nccu.edu/academics/liberalarts/history/gradhandbook.cfm

Plagiarism is the unattributed use of another’s work and includes the representation as your own of material copied from online sources, such as the Wikipedia.

Cutting and pasting material from online resources is not acceptable behavior at any academic level and will not be tolerated.

Because we use Blackboard, your work is done on your own and the instructor depends on your honesty and integrity to do all the work assigned alone (unless a team is designated). You are promising that you did the work without assistance from another student and without assisting any other student. You can use notes and textbooks, you can study with others, but you must alone answer questions.

North Carolina Central University is dedicated to instilling in its students the highest principles of integrity and responsibility. In this regard, students are expected to demonstrate respect for these principles in the performance of their academic activities. Academic dishonesty, which is a violation of academic integrity, will be dealt with according to the provisions of the Student Code of Academic Integrity.

Academic dishonesty is defined as any conduct which is intended by the student to obtain for him/her or for others an unfair or false evaluation in connection with any examination or other work for academic credit. Cheating, fabrication, plagiarism, and complicity are examples of conduct which is academically dishonest.

Cheating is the unauthorized use of materials in connection with an examination or other work for academic credit, including, but not limited to (1) the use of books, notes, outlines, etc. during an examination where the instructor has not authorized use of such materials or information; (2)seeking unauthorized materials or information from others in connection with an examination; (3) giving or attempting to give unauthorized assistance to a person in connection with an examination; (4) obtaining or attempting to obtain unauthorized copies of examinations; (5) bringing to an examination, or attempting to use during an examination, unauthorized answers which have been prepared before the examination period; (6) copying or attempting to copy from the work of another student during an examination; and (7) submitting for evaluation in a course, part or the whole of a work for which credit has been given previously.

Fabrication is the intentional invention, counterfeiting and/or alteration of quotations, data, procedures, experiments, sources or other information for which the student claims authorship in an exercise which he or she submits with the expectation of receiving academic credit.

Plagiarism is the intentional use of the ideas, words, or work of another without attribution, when the information they provide is not common knowledge, either in content or form, and includes, but is not limited to (1) quoting from the published or unpublished work of another without appropriate attribution; (2) paraphrasing or summarizing in one’s own work any portion of the published or unpublished materials of another without attribution; and (3) borrowing from another’s work information which is not in the domain of common knowledge.

Complicity is the intentional giving of assistance or the attempt to give assistance to another for the purpose of perpetrating academic dishonesty.

Other Policies:

ADA compliance:   Please inform the instructor if you have special needs that need to be accommodated; every effort will be made to accommodate individuals with special needs.

Incomplete grades: The grade of "I" will be given only in unusual cases and must be resolved within a time frame agreed upon by instructor and student prior to assignation 

Late Assignments: Late homework will be penalized at the rate of 5 points (half a letter grade) per day of lateness.

Late exams will be penalized at the rate of 10 points per day of lateness.

Academic Integrity Policy:

Plagiarism, fabrication and cheating, (including the representation of material copied from online sources such as Wikipedia.org) are not acceptable academic behaviors. Such behavior on any assigned class activity will result in the receipt of a grade of 0 for the entire assignment or exam.

Affirmation:


I have read, understand, and accept the academic integrity policy for this course.

Name (Print):_____________________________

Signature: ________________________________

